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Linux for First Responders & ForensicsLinux for First Responders & Forensics
● Advantages

– Open source, cheap, readily available
● Many Linux distributions are freely downloadable
● Many choices for bootable Linux CDs

– Doesn't automount partitions read-write

– Can mount dozens of different file systems
● VFAT, NTFS, EXT2/3, HPFS, FFS

– 90% of all computers run some form of Windows, can do 
numerous types of analysis, including recovering data from 
the registry!

– Forensic toolkit on a single CD
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The Linux AlternativeThe Linux Alternative
● Disadvantages

– Requires more technical knowledge

– NOT user friendly

– Same procedures can be much more time consuming

– Not for GUI-jockeys

– Has not been subjected to as much scrutiny in court cases as 
COTS

● However, dd (GNU & FreeBSD) tested by NIST
● Some COTS tested in court cases

– e.g., EnCase, probably ILook
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Sound Cyberforensic ProceduresSound Cyberforensic Procedures
● Three steps

– Acquire the evidence
● Make a forensically sound image, OR
● Preview the evidence without mounting disk or otherwise altering 

evidence

– Authenticate the evidence
● Verify the integrity of the copy

– Analyze the evidence
● Logical analysis: From a file system viewpoint
● Physical analysis: From a flat file viewpoint

● Linux supports both logical & physical analysis 
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EVERYTHING is a file…EVERYTHING is a file…
● Everything is a file 

– Every physical device will be associated with a file in the /
dev directory

– /dev/hda = first IDE hard drive on primary controller
● /dev/hda1 = first partition on the drive

– /dev/hdc = first IDE hard drive on the secondary controller
● /dev/hdc5 = fifth partition on the drive

– /dev/sda = first SCSI hard drive
● /dev/sda7 = seventh partition on the drive

– USB devices typically show up as /dev/sda
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Acquire the EvidenceAcquire the Evidence
● How to create a 'forensically sound image'

– Make an 'exact,' bit-for-bit, physical duplicate
– dd is a utility available with all Linux/UNIX distributions  

● # dd if=/dev/fd0 of=floppy.dd

–  'if' is the source of the bits

–  'of' is the name of the file to be written

● How do I know the # drives?  The # of partitions? The 
file systems involved?
– # fdisk -l 

– fdisk is a utility used for partitioning. NOT the same as 
fdisk that comes with DOS
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Determine drive geometry with fdisk -l Determine drive geometry with fdisk -l 
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Drive geometry Drive geometry 
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Different Methods of Acquiring ImagesDifferent Methods of Acquiring Images
● Different types each with different advantages & 

disadvantages
– Direct connection

● Connect drive directly to IDE ribbon cable
● Fast

– External HD case
● Fast if used with Firewire

– Network acquisition
● Connect computer with cross-over cable
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Firewire with Write-Blocker Firewire with Write-Blocker 
Write­block is necessary for imaging under Windows
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Direct IDE ConnectionDirect IDE Connection

No write­blocker
necessary if imaging
under Linux
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External Firewire Drive ConnectorExternal Firewire Drive Connector
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Network/Crossover Cable AcquisitionNetwork/Crossover Cable Acquisition
● Boot client with Linux bootable CD

● Setup network connection between forensic server and 
client.

● Send the information over the network connection
– This can also be done over the Internet,i.e., from a distance.

– However, care must be taken that no one eavesdrops.

I'm listening on port 9999I'm sending bits on port 9999

Suspect’s Computer Forensic Server
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Types of AnalysisTypes of Analysis
● Logical

– From a file system viewpoint
● Folders/directories, files, etc.

– View files, contents, capture metadata

● Physical
– From a flat file viewpoint

– There are no 'files' or 'folders'

– Can view hidden systems areas
● MBR, VBR, FAT, MFT, root directory, slack, unallocated, etc.
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Logical ViewLogical View
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Physical ViewPhysical View
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Logical AnalysisLogical Analysis
● Searching for files in allocated space

– Viewing the files contents 

● Finding known files
– Known good files: Windows system files, office files, etc.

● Remove these from analyses

– Known bad files: Hacking tools, child exploitation, etc.

● Use MD5s of either bad or good known files to 
compare to files on the disk.

● Can be done; however, MUCH easier using GUI tools.
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Finding filesFinding files
● By

– Last accessed

– Last modified

– Date/time created/changed 

– Type (file, directory,socket,etc.)

– Permissions

– Owner

– File type

– Inode number

– Yada yada yada
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Finding files by typeFinding files by type
● # find / -type f -name '*.doc'

– All files that are Word documents (end in *.doc extension)
● # find / \( -name '*.doc' -o -name 
'*.xls' -o -name '*.ppt' \)

– All Office documents
● Powerpoint OR Word OR Excel, etc.

– Only look at extensions: Not a good thing to do.
● # find / ! \( -name '*.doc' -o -name 
'*.xls' -o -name '*.ppt' \)
– ?
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Other searchesOther searches
● Find phone numbers within any document with 

– # egrep '\(*[1-9][0-9][0-9]\)*[ -]*[0-9]
[0-9][0-9][ -]*[0-9][0-9][0-9]' *

– Can it find?
● 8005551212
● (800) 555-1212
● (800)5551212
● 800-555-1212
● 800    -   555   -   1212
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Physical AnalysisPhysical Analysis
● Finding information in unallocated space

– Deleted files

– Swap space
● Part of a previous file partially overwritten, partially there.

I want to kill americans. I am going to blow up buildings and kill all.

Sector 1 Sector 2

Dearest Friend: I am glad to hear  from you. buildings and kill all.

Sector 1 Sector 2

buildings and kill all.
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What happens when a file is deletedWhat happens when a file is deleted
● In FAT 

– Root directory entry holds the starting cluster

– FAT is a singly-linked list of the clusters comprising the file

● When a file is deleted, two things happen
– The root directory entry is marked as available (e5)

– The FAT entries are zeroed out, indicating they are available 
for us

● What doesn't happen
– The information comprising the file is not removed, remains 

until overwritten

– The root directory entry remains until overwritten
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How to manually recover a fileHow to manually recover a file

● Find the starting cluster

● Find the file size

● Extract the contents of the image starting at the starting 
cluster

● We can do this with  dd
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Root Directory Entry for ?392.JPGRoot Directory Entry for ?392.JPG

Starting
Cluster
0x7F01

Size = 0xA07D
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JPG header = FFh D8h FFh E0h JPG header = FFh D8h FFh E0h 
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How to manually recover a fileHow to manually recover a file

● Procedure
– Find the starting cluster

– Find the file size

– Extract the contents of the image starting at the starting 
cluster

● Example
– 0x7F01 = byteswap = 0x17F

– 17Fh = 383 decimal, the starting logical cluster

– 383 + 31 (reserved area) = 414 the physical cluster

– 414 x 512 (sector size) = 211,968 = 33C00 byte offset
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Manual File RecoveryManual File Recovery

● Calculate file size
– Byteswap 0xA07D = 0x7DA0

– 0x7DA0 = 32,160 decimal

– 32,160 / 512 = 62.8  or 63 physical clusters
● # dd if=floppy.dd of=_392.jpg 
skip=414 count=63
– count = how many data blocks to grab (based on dd's 

default size of 512!)
– skip = the physical sector on which to begin recovering
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Dealing with the Windows RegistryDealing with the Windows Registry
● What is the key name?

● Procedure for extracting information
– Extract human readable strings

– Search through the extracted strings for the expression

● Interesting registry entries
– Registered Owner

– Date installed

– IP address

– Software keys
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Registered Owner of this Computer? Registered Owner of this Computer? 
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Bootable Linux CDsBootable Linux CDs

● Forensic Bootable (in order of my preference)
– Helix: www.e-fense.com

– Knoppix-STD (www.knoppix-std.org)

– Penguin Sleuth Kit (www.linux-forensics.com)

– Local Area Security (www.localareasecurity.com)

● Non Forensic
– Knoppix (www.knoppix.com)

– Gnoppix (www.gnoppix.org)

– Several others
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DisadvantagesDisadvantages
● GUI tools, including EnCase & FTK, automatically 

parse the following
– Slack space

● Space between the end of the file and the beginning of the next 
cluster

● Information from previously allocated files
● Can hold a great deal of information depending upon file size

– Unallocated space
● Space available for files
● Includes deleted-not-as-yet-overwritten files
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